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[bookmark: _Toc134265112][bookmark: _Toc529923459][bookmark: _Toc320012241][bookmark: _Toc182036405]Introduction
This Interface Control Document (ICD) describes the relationship between the Nationwide Health Information Network Enterprise Services (NwHIN ES) (the source system) and the Program Specific Adapters (PSA) (the target system) for the Centers for Medicare & Medicaid (CMS), Office of Clinical Standards and Quality (OCSQ). 
This ICD specifies the interface requirements to be met by the participating systems. It describes the concept of operations for the interface, defines the message structure and protocols that govern the interchange of data, and identifies the communication paths along which the data are expected to flow.
This document describes the interface to be utilized by the current and future CMS programs including but not limited to CROWNWeb. Currently CMS NwHIN ES provides support for Document Submission Deferred Request, Document Submission Deferred Response, and the Administrative Distribution Services.
There are two intended audiences for this document. One audience is the developers of the NwHIN ES system who are constructing the system to be used by the CMS PSA. For them, this document describes the service interfaces that will be provided. The other audience is the developers of CMS PSA that use the NwHIN ES. For this audience, this document defines the services that are available for components to make use of NwHIN ES.
For each interface, the following information will be provided:
A general description of the interface;
Assumptions where appropriate;
A description of the data exchange format and protocol for exchange; and
Estimated size and frequency of data exchange.


[bookmark: _Toc320012242]Referenced Documents
The content of this document is based on the following referenced documents. 
[bookmark: _Toc203186911][bookmark: _Toc320012300]Table 2‑1. Referenced Documents
	Document Name
	Document Number
	Issuance Date

	Authorization Framework Specification
	http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_12811_955283_0_0_18/NHIN_AuthorizationFrameworkProductionSpecification_v3.0.pdf 
	07/25/2011

	Messaging Platform Specification
	http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_12811_955286_0_0_18/NHIN_MessagingPlatformProductionSpecification_v3.0.pdf 
	06/27/2011

	Web 
Services Registry Specification
	http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_12811_955290_0_0_18/NHIN_WebServicesRegistryProductionSpecification_v3.0.pdf 
	07/25/2011

	Administrative Distribution Specification
	http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_12811_955282_0_0_18/NHIN_administrative_distribution_production_specification_v2_0.pdf 
	05/17/2011

	Document Submission Specification
	http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_12811_955285_0_0_18/NHIN_document_submission_production_specification_v2_0.pdf 
	05/17/2011

	IHE 
ITF Volume 2b
	http://www.ihe.net/Technical_Framework/upload/IHE_ITI_TF_Rev7-0_Vol2b_FT_2010-08-10.pdf
	

	OASIS 
EDXL-DE specification
	http://docs.oasis-open.org/emergency/edxl-de/v1.0/EDXL-DE_Spec_v1.0.pdf
	

	Enterprise Services 2.0 Requirements Document
	Version 2.0
	03/12, 2012

	Enterprise Services 2.0 System Design Document
	Version 2.0
	03/30, 2012

	Enterprise Services 2.0 Technical Process Flow Diagram
	Version 2.0
	03/12, 2012


[bookmark: _Toc320012243][bookmark: _Toc193789210][bookmark: _Toc194127111][bookmark: _Toc192644557][bookmark: _Toc193707175][bookmark: _Toc184009764]Overview
[bookmark: _Toc196099687][bookmark: _Toc290976127][bookmark: _Toc194898987][bookmark: _Toc193789208][bookmark: _Toc194127109]The NwHIN ES provides a secure, nationwide, interoperable health information exchange of Patient Demographic, Clinical Documents, and Administrative Reports between various existing programs under the CMS OCSQ (such as the End-Stage Renal Disease (ESRD) Networks, Dialysis Facilities, and Large Dialysis Organizations (LDOs), etc.) and Health Information Handlers (HIH).
The Nationwide Health Information Network (NwHIN) supports a set of specifications that will aid organizations in implementing secure electronic health information exchange. The message contents for each of these specifications are distinct from others, and need individual support from local infrastructures at agencies like CMS. CMS/OCSQ NwHIN ES will therefore be created with each service assisting a supported NwHIN specification. 
This document depicts the interface between the CMS/OCSQ NwHIN ES and PSA for the NwHIN Document Submission, and the NwHIN Administrative Distribution specifications.
For example, current CMS/OCSQ programs that plan to harness the potential of the NwHIN do so using the NwHIN Document Submission specification. An Enterprise Service will be created for supporting the downstream transfer of information received as a Document Submission transaction from the NwHIN. The interface between the NwHIN Document Submission Enterprise Services and the CMS/OCSQ program-specific adapters will carry the information contained in the NwHIN message, metadata included in the NwHIN Document Submission message, and the document attachment submitted on the request path.
[bookmark: _Toc320012244]Assumptions/Constraints/Risks
[bookmark: _Toc320012245]Assumptions
1. The CMS deployment environment should have Oracle Service Bus (based on Weblogic Server) 10gR3 deployed on Solaris 10.
2. The CMS/OCSQ Enterprise CONNECT Gateway should support NwHIN Document Submission and NwHIN Administrative Distribution specifications.
3. CMS/OCSQ Enterprise services should include core components to inspect, validate, and route messages to the appropriate Enterprise NwHIN adapter. 
4. Enterprise NwHIN adapters should canonicalize received messages and further route those to the appropriate program-specific adapters. 
5. Messages to be dispatched to partner HIHs from the CMS/OCSQ program infrastructure should be canonicalized by program-specific adapters and routed to the appropriate Enterprise NwHIN adapter for transformation to gateway specifications and dispatch to the NwHIN.
6. Program-specific adapters (PSAs) should consider a modular design to allow reuse of components in future programs.
[bookmark: _Toc320012246]Constraints
An NwHIN Gateway capable of servicing NwHIN transactions as per the NwHIN specifications (and versions of those) should be a pre-requisite for the setup. 
The NwHIN specifications may not meet the needs of all systems – initial gateway may only support two specifications; future gateways may require more or newer specifications.
[bookmark: _Toc320012247]Risks
If a HIH uses a different version of NwHIN Gateway that doesn’t comply with the version of NwHIN Gateway that CMS uses, the transaction may not succeed.

[bookmark: _Toc320012248]General Interface Requirements
[bookmark: _Toc320012249]Interface Overview
The NwHIN CONNECT Gateway (Gateway) is responsible for receiving specification-based messages from other nodes on the NwHIN and transmitting specification-based messages to other nodes on the NwHIN. The processing of received (inbound) messages and provision of response to such messages is the responsibility of Enterprise Services. Similarly, the Enterprise Services may require transmitting messages to remote NwHIN nodes through the Gateway, for example, to dispatch document submission deferred response, and administrative reports. Given that the NwHIN is an interface to receive messages, but not the only interface that the program systems may implement, the construction of program systems must be abstracted from the messaging mechanisms introduced by the NwHIN Specifications. 
To provide abstraction of NwHIN specification messaging mechanisms from the program systems and at the same time, to introduce common message processing components in the architecture, we propose creating the following components:
1. An Enterprise Service corresponding to each NwHIN Gateway Service which normalizes the received message from the Gateway for further dispatch to the downstream program system.
2. An Enterprise Service corresponding to each NwHIN Gateway Service which normalizes the messages received from the downstream program systems, to dispatch to NwHIN nodes through the Gateway.
Figure 5‑1 depicts this architectural scheme.


[bookmark: _Ref320009301][bookmark: _Toc320012287]
Figure 5‑1. High level CMS/OCSQ Enterprise NwHIN logical component architecture




[bookmark: _Toc320012250]Functional Allocation
CMS/OCSQ intends to establish program-level partnership with Health Information Handler (HIH) which can dispatch information to CMS/OCSQ programs via the NwHIN Gateway. Partner HIEs would be required to have an NwHIN Gateway set up and on-boarded to the NwHIN (through the Office of the National Coordinator of Health IT (ONC)). The related process is outside the scope of this document.
This section caters to the NwHIN document submission messages with an assumption that the CMS Enterprise NwHIN core infrastructure will validate the type of the message and dispatch valid messages to the appropriate Enterprise NwHIN adapter.
CMS/OCSQ programs at the initial stages of the NwHIN Enterprise implementation will leverage the NwHIN Document Submission specification. Program-specific profiles based on this specification will be created to establish a message exchange protocol with HIE partners. For certain programs where a timely dispatch of administrative reports is required, the NwHIN Administrative Distribution specification will be leveraged.
Partner HIH NwHIN Gateways will dispatch a document submission message to the CMS/OCSQ NwHIN Gateway. The following operations will take place:
1. The document submission message will be received at the CMS/OCSQ NwHIN Gateway. The CMS/OCSQ NwHIN Gateway is an implementation of the Federal Health Architecture (FHA) provided CONNECT Gateway. The gateway will inspect the validity of the message as per the NwHIN Document Submission specification.
2. The CMS/OCSQ NwHIN CONNECT Gateway will forward the message to the CMS Document Submission Enterprise Service adapter. The Enterprise Service adapter will normalize the received message to include the essential information pertinent to the program system. This normalized message will be dispatched downstream to the program-specific adapters
3. Program-specific adapters are specific to the program and the NwHIN messaging specification. The program-specific adapters will receive the normalized message sent by the CMS Document Submission Enterprise adapter. Based on the program profile and interfaces defined by the program systems, the program-specific adapter will transform the received normalized message into a message format acceptable to the program system. 
This adapter may optionally choose to validate the message metadata or the payload.
4. The program system will receive and process the messages and return a response to the received message (after processing the document submission) via the program-specific adapter. At the response path, the program-specific adapter will transform the message into a form that is acceptable to the NwHIN Enterprise Service adapter.
If immediate processing of the document submission is possible, a synchronous response will be returned. The processing of messages may also be deferred to a later time. In such cases, an acknowledgement of document receipt will be returned. A deferred message response will be returned to the originator at a later time after the document submission is processed. The NwHIN deferred document submission specification will be leveraged for asynchronous communication.
5. The NwHIN Enterprise Service adapter will transform the message further into a message acceptable to the CMS/OCSQ NwHIN Gateway. The gateway will dispatch the response message to the partner HIE via the NwHIN.
When the CMS/OCSQ systems send outbound messages to a partner HIE on the NwHIN, the following operations will take place:
1. The outbound message will be dispatched by the program system to the program-specific adapter. 
2. The program-specific adapter is aware of the normalized interface that exists between itself and the Enterprise Service adapter for the required NwHIN transaction. The program-specific adapter will transform the message from the format received to the normalized message format expected by the Enterprise Service adapter, and dispatch the message to the same.
3. The Enterprise Service adapter will receive the normalized message from the program- specific adapter, transform the message to the requirements of the CMS/OCSQ Enterprise Gateway, and dispatch the message to the gateway. 
4. The CMS/OCSQ Enterprise Gateway will transform the received message into a message that adheres to the appropriate NwHIN specification and dispatch the message to the intended partner HIE recipient gateway.
[bookmark: _Toc320012251]Data Transfer
When the CMS systems receive a message from a sender via the NwHIN:
The normalized interface between the NwHIN Enterprise Adapters and CMS/OCSQ program- specific adapters will be custom defined to carry the following information on the request path:
1. Information contained in the NwHIN message, including Security Assertion Markup Language (SAML) tokens.
2. Metadata information from the NwHIN message. (depending on the NwHIN specification involved)
3. Payload/attachments dispatched with the NwHIN message. (if any)
On the response path, appropriate response or acknowledgement messages (based on if synchronous or deferred mode of document submission is implemented with the profile) will be transmitted.
When the CMS systems dispatch a message to a receiver via the NwHIN, the interface between the CMS/OCSQ program-specific adapters and the NwHIN Enterprise Adapters will be custom defined to carry the following information on the request path:
1. Information required for creating an NwHIN message as per the NwHIN messaging specifications, including information for creating SAML tokens.
2. Metadata information for the NwHIN message. (depending on the NwHIN specification involved)
3. Payload/attachments to be dispatched with the NwHIN message. (if any)
4. The target receiver. (remote NwHIN node address)
[bookmark: _Toc320012252]Transactions
Web service transactions will be used to integrate the components discussed in the above sub-sections. NwHIN messaging specifications are based on web services and leverage Organization for the Advancement of Structured Information Standards (OASIS) and Integrating the Healthcare Enterprise (IHE) standards and profiles for web service integration and security. 
[bookmark: _Toc320012253]Security and Integrity
The operating environment for these components is the application tier in the CMS 3-zone environment which offers adequate security at the network level. 
The interface between the NwHIN Enterprise Adapter and the CMS/OCSQ Program-specific adapters will not employ message level security. However, DECC proposes to employ transport level security between the presentation and the application tiers.

[bookmark: _Toc320012254]Detailed Interface Requirements
[bookmark: _Toc320012255]Document Submission (deferred) Requirements
[bookmark: _Toc194899011][bookmark: _Toc196099700][bookmark: _Toc290976140]There are two services to support the document submission interface:
The Document Submission Deferred Request NwHIN ES interface will be implemented as a web service provisioned by the CMS/OCSQ document submission deferred request PSA. The CMS/OCSQ document submission deferred request PSA will implement a web service interface which will be consumed by the document submission deferred request NwHIN ES to dispatch a document received at the FHA NwHIN gateway to the CMS/OCSQ program systems. 
The Document Submission Deferred Response NwHIN ES interface will be implemented as a web service provisioned by NwHIN CONNECT Gateway adaptor document submission deferred response. The document submission deferred response NwHIN ES will implement a web service interface which will be consumed by the document submission deferred response CMS/OCSQ document submission deferred response PSA to dispatch the response document received at the PSA to the CMS/OCSQ NwHIN Gateway. 
[bookmark: _Toc320012256]Assumptions
Here are the primary assumptions that dictate the design of this interface:
The CMS/OCSQ program systems will process submissions asynchronously. 
The CMS/OCSQ program systems generate a synchronous Acknowledgement for each submission.
Each submission when processed will generate a distinct submission response. 
CMS/OCSQ program systems receive a synchronous Acknowledgement for each deferred response.
[bookmark: _Toc320012257]General Processing Steps
[bookmark: _Toc290976146]The Document Submission Deferred Request NwHIN Enterprise Service receives an NwHIN Document Submission message from the CONNECT Gateway. On receiving this message, it will canonicalize the NwHIN Document Submission message into a CMS-canonicalized format. This message will be routed to the appropriate CMS/OCSQ PSA based on the recipient system noted in the message. The CMS/OCSQ program-specific adapter will transfer this submission to the CMS/OCSQ program system. The CMS/OCSQ program-specific adapter will relay submission acknowledgement from CMS/OCSQ program systems carrying the submission response to the NwHIN Enterprise Service. 
The Document Submission Deferred Response NwHIN Enterprise Service receives a CMS-canonicalized message from the program specific adapter. On receiving this message, it will canonicalize the message into NwHIN Document Submission message and forward to NwHIN CONNECT gateway. The CONNECT gateway then forwards the Deferred response to the partner HIH. The partner HIH will relay the submission acknowledgement to the NwHIN Enterprise Services through the CONNECT gateway, and which will be sent back to the CMS program system via program specific adapter.
[bookmark: _Toc320012258]Interface Processing Time Requirements
The interface between the document submission NwHINES and the CMS/OCSQ PSA services utilizes a deferred request/response mechanism to ensure that the inherently asynchronous nature of processing submissions is supported. This asynchronous nature of processing submissions is observed in several CMS/OCSQ program systems Consolidated Renal Operations in a Web-Enabled Network (CROWN) included. 
The deferred request mechanism requires the CMS/OCSQ program systems to persist and acknowledge submissions. The acknowledgement is synchronous and is returned to the NwHINES via the CMS/OCSQ PSA. 
The CMS/OCSQ program systems provide responses to submissions after processing those. The responses are dispatched at a later time via the CMS/OCSQ PSA which in turn invokes the NwHINES. The response path is also synchronous.
[bookmark: _Toc320012259]Message Format (or Record Layout) and Required Protocols
With a Service-oriented Architecture and utilization of web services, the NwHIN messages are XML messages backed by standards and specifications. DECC has designed the Enterprise NwHIN services and CMS/OCSQ program-specific adapters with a service-oriented architecture and web services as well. Therefore, the interface between these components is defined using web service description language (WSDL) where the content of the message is defined in related XML schema definitions (XSDs). 
While defining this interface, wherever possible, DECC has retained standards based message elements to make simple the transformation from NwHIN messages to the CMS-canonicalized format and vice-versa.
File Layout
As described earlier in Section 5 of this document, the interface between the document submission NwHINES and the CMS/OCSQ document submission PSA is canonicalized to a CMS-specific format. 
The high level layout of the CMS-canonicalized document submission (deferred) request is in Figure 6‑1.
[bookmark: _Toc288555436]

[bookmark: _Ref320009677][bookmark: _Toc320012288]
Figure 6‑1. CMS-Canonicalized document submission (deferred) request

[image: Inbound_PandRDocumentSetRequest]
The synchronous response to this submission message is a registry response as shown in Figure 6‑2. 
[bookmark: _Ref320009728][bookmark: _Ref288225112][bookmark: _Toc288555437][bookmark: _Toc320012289]Figure 6‑2. Acknowledgement of the CMS-Canonicalized document submission (deferred) request
[image: RegistryResponse]

The high level layout of the CMS-canonicalized document submission (deferred) response is depicted in Figure 6‑3.

[bookmark: _Ref320009914][bookmark: _Toc288555438][bookmark: _Toc320012290]Figure 6‑3. CMS-Canonicalized document submission (deferred) response

[image: Outbound_PandRDocumentSetDeferredResponse]

An acknowledgement to the deferred response is returned as a registry response as well (depicted in Figure 6‑3).
Data Assembly Characteristics
The Enterprise NwHIN document submission deferred request is of the type “Inbound_ProvideAndRegisterDocumentSetRequest” from the CMS proprietary document submission name space “urn:gov:cms:ocsq:nhin:es:DocumentSubmission”. This data type aggregates the IHE provided ProvideAndRegisterDocumentSetRequestType with an “assertion” type. The assertion type contains information retrieved from SAML assertions received at the FHA CONNECT gateway with the NwHIN message. The IHE provided ProvideAndRegisterDocumentSetRequestType carries Registry object elements that define and describe the document attachment along with the document attachment itself.
The response to the Enterprise NwHIN document submission deferred request is of the type “RegistryResponse” defined in the IHE namespace “urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0”. The RegistryResponse carries attributes to mark the nature of the acknowledgement (successful or otherwise) and a list of errors of the type “RegistryErrorList” defined in the IHE namespace. The RegistryErrorList is empty in the case of a successful response.
The Enterprise NwHIN document submission deferred response is of the type “Outbound_ProvideAndRegisterDocumentSetResponse” from the CMS proprietary deferred document submission name space “urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred”. This data type aggregates the IHE provided RegistryResponse type with an “assertion” type and a custom type created to carry information about the partner HIE community. Essentially, this custom type carrying partner HIE community information identifies the HIE who had originally dispatched the deferred submission. The assertion type contains information retrieved from SAML assertions received at the FHA CONNECT gateway as part of the previously received document submission deferred request along  with the NwHIN message. 
Field/Element Definition
The interfaces described in this document are closely related to the NwHIN specification which govern transactions over the NwHIN. Document Submission is one of those transactions and like many of the other NwHIN transactions it is based on specification from a standards body called Integrating the Healthcare Enterprise (IHE). This is important because detailed information on field and element definitions already exist from IHE. Additionally, profiles defined at the NwHIN level, such as ESRD NwHIN Profiles, also weigh in on element definitions. Lastly, the NwHIN Document Submission specification also weighs in on some elements.
There are four major element types in the Document Submission (deferred) transaction.
1. Assertion
2. NwHIN Target Community
3. Provide and Register Document Set – b
4. Registry Response
Table 6‑1 describes the elements from the assertion class that will be used in the context of Enterprise NwHIN services. There are additional optional assertion elements specific to other non-CMS profiles which will not be leveraged at this time.
[bookmark: _Ref320011273][bookmark: _Toc288555466][bookmark: _Toc320012301]Table 6‑1. Contents of Assertion Element
	Saml Assertion Element / Attribute
	Saml 2.0 Element / Attribute
	Required / Optional
	Description / Applicability

	userInfo/ samlAuthnStatement/ subjectLocalityAddress
	AuthnStatement
	Optional
	IP Address of the system entity authenticated.

	userInfo/ samlAuthnStatement/ subjectLocalityDNSName
	AuthnStatement
	Optional
	DNS name of the system entity authenticated.

	homeCommunity/ homeCommunityId
	Attribute Statement
	Required
	This will be used to populate the homeCommunityId attribute of the SAML Assertion attribute statement.  This should be the OID assigned to the CMS program.

	userInfo/org/ homeCommunityId
	Attribute Statement
	Required
	This will be used to populate the OrganizationID attribute of the SAML Assertion. Organization ID and Organization Name are related.  This can be OID or the web address of the CMS Program.

	userInfo/org/name
	Attribute Statement
	Required
	This element is used to populate the Orgnaization attribute of the SAML Assertion. This can be either Center for Medicare and Medicaid Services or the CMS CrownWeb.

	userInfo/username
	Attribute Statement
	Optional
	Elements of the userName type is used to create the Subject of the Authentication Statement in the Assertion. This is optional, if provided this will be used as the NameID of the Subject. If not provided this field will be populated from the Certificate CN Name.

	userInfo/personName
	Attribute Statement
	Required
	Elements of the personName type are used to create the NwHIN message Subject ID SAML  attribute. Family Name, Given Name, prefix, suffix or full name specifically are used to create this value. Full name is not working, hence please use the other attributes. This is the user who is initiating the request. If the system is initiating the request, then use one of the name attributes to specify the system name such as CrownWeb.
Currently, CONNECT is not validating the presence of this attribute, and hence this is not an issue, even if we leave for now. But, if we were to upgrade to the later  versions of CONNECT, and the validations are added, then this needs to be populated. 

	userInfo/roleCoded
	Attribute Statement
	
	Elements of the role coded type are used to create the NwHIN message Subject Role SAML attribute. Code, CodeSystem, CodeSystemName, display name specifically are used to create this value.

	purposeOfDisclosureCoded
	Attribute Statement
	
	Purpose of use of the request. Elements of the purpose of disclosure coded type are used to create the NwHIN message Purpose of Use SAML attribute. Code, CodeSystem, CodeSystemName, display name specifically are used to create this value. Available values are described in the NHN Authorization Framework, table 4

	purposeOfDisclosureCoded/code
	Attribute Statement
	Required
	As per the Authorization Framework Specification, we need to use “GOVERNMENT” as the code.

	purposeOfDisclosureCoded/codeSystem
	Attribute Statement
	Required
	As per the Authorization Framework specification, this is defined as  2.16.840.1.113883.3.18.7.1

	purposeOfDisclosureCoded/codeSystemName
	Attribute Statement
	Required
	As per the Authorization Framework specification, this is defined as “nhin-purpose” 

	purposeOfDisclosureCoded/displayName
	Attribute Statement
	Required
	“Uses and disclosures for specialized government functions” should be used.

	userInfo/roleCoded/code
	Attribute Statement
	Required
	For  CMS Purpose the role code is: 307785004 

	userInfo/roleCoded/codeSystem
	Attribute Statement
	Required
	As per the Authorization Framework specification, this is defined as “2.16.840.1.113883.6.96”

	userInfo/roleCoded/codeSystemName
	Attribute Statement
	Required
	As per the Authorization Framework specification, this is defined as “SNOMED_CT”

	userInfo/roleCoded/displayName
	Attribute Statement
	Required
	“Insurance specialist (health insurance/payer)” should be used.

	messageId
	
	Optional
	The message id is used to identify the messages, and is optional. If the adapter does not provide messageId, then the NwHIN Gateway generates one and adds it.

	relatesToList
	
	Required only for Deferred Response
	This field needs to be populated with the messageId of the deferred request, for which the response is being sent out. This is only required for deferred responses only.



Table 6‑2 includes additional information about contents of the NwHIN Target Community type.
[bookmark: _Ref320011414][bookmark: _Toc288555467][bookmark: _Toc320012302]Table 6‑2. Contents of NwHINTargetCommunities Element
	NwHINTargetCommunities  Element/Attribute
	Required
	Applicability

	NwHINTargetCommunities/nhinTargetCommunity/homeCommunity/homeCommunityId
	Required
	The Home Community Id element is used to look up the Web Service endpoint of a target NwHIN Node.


[bookmark: _Toc320012260]Communication Methods
As noted in the sections above, the design of interfaces between the Enterprise NwHIN document submission adapter and the CMS/OCSQ program-specific document submission adapter’s leverages service-oriented architecture and are implemented as web services. These web services given the possibility of asynchronous processing of submissions leverage a deferred mechanism whereby the response is sent as a different transaction with a reference to the request.
Interface Initiation
The interface between the Enterprise NwHIN document submission adapter and the CMS/OCSQ program-specific document submission adapters will use SOAP over HTTP. The interface may be secured via transport level security (TLS). If TLS is engaged, the creation of a HTTPS session via handshake will be the first event. After the HTTP session is established, the SOAP message will be dispatched from the Enterprise NwHIN document submission adapter to the CMS/OCSQ program-specific document submission adapters. A synchronous acknowledgement will be returned.
The submission response (generated after the submission is processed) will be dispatched at a later time using a different HTTP (or HTTPS) session. The submission response also has an acknowledgement related to it.



Flow Control
As described in the interface initiation above, both the document submission deferred request and the document submission deferred response are synchronous two-way web service transactions. The response to either request is a RegistryResponse type. 
The RegistryResponse type has placeholders to carry exceptions related to the document submission or acceptance of the submission response.
[bookmark: _Toc320012261]Security Requirements
The interface defined in this document is internal to CMS infrastructure. Message level security is not deemed essential. We recommend the use of transport level security (TLS) for transactions between the Enterprise NwHIN Services and the CMS/OCSQ program-specific services.
[bookmark: _Toc320012262]Administrative Distribution Service Requirements
The Administrative Distribution NwHIN Enterprise Service provides a facility for the CMS programs to submit non-patient specific data including document based reports to the participating and eligible organizations. The Administrative Distribution interface will be implemented as a web service.
The NwHIN Enterprise services will implement a web service interface which will be consumed by the CMS/OCSQ program-specific adapters to dispatch administrative distribution requests received from the CMS/OCSQ program systems to outside NwHIN partner systems. This interface is described in greater detail in this section.
[bookmark: _Toc320012263]Assumptions
Here are the primary assumptions that dictate the design of this interface:
· The CMS/OCSQ program systems require sending non-patient specific administrative data or document based reports. 
· Administrative communication require being dispatched to partner organizations over the NwHIN.
· Administrative distribution  service is a uni-directional communication and does not receive a response.
[bookmark: _Toc320012264]General Processing Steps
The CMS/OCSQ program systems will dispatch administrative distribution requests (including identification for a partner or partners to whom the distribution should be dispatched) to the CMS/OCSQ program-specific adapter. The CMS/OCSQ program-specific adapter will canonicalize this message to a CMS canonical format and forward the message to the Administrative Distribution Enterprise Service, and the Enterprise Service validates the message, and forward to the CMS CONNECT Gateway, and the CONNECT Gateway transform the received administrative distribution message to the specifics of the NwHIN Administrative Distribution transaction and dispatch to the partner organization over the NwHIN. On dispatch, no response will be returned.
[bookmark: _Toc320012265]Interface Processing Time Requirements
In case of administrative distributions, there are no special conditions in terms of dispatch processing. Administrative distribution is a one-way transaction where the CMS/OCSQ program system will not receive an acknowledgement for the dispatched distribution.
[bookmark: _Toc320012266]Message Format (or Record Layout) and Required Protocols
DECC has designed the NwHIN Enterprise services and CMS/OCSQ program-specific adapters with a service-oriented architecture and web services. Therefore, the interface between these components is defined using Web Service Description Language (WSDL) where the content of the message is defined in related XML schema definitions (XSDs). 
While defining this interface, wherever possible, DECC has retained standards based message elements to make simple the transformation from NwHIN messages to the CMS-canonicalized format and vice-versa.
File Layout
The interface between the NwHIN administrative distribution Enterprise Service and the CMS/OCSQ program-specific administrative distribution adapters is canonicalized to a CMS-specific format. 
The high level layout of the CMS-canonicalized administrative distribution (deferred) request is depicted in Figure 6‑4

[bookmark: _Ref320011503][bookmark: _Toc288555439][bookmark: _Toc320012291]Figure 6‑4. CMS-Canonicalized administrative distribution request

[image: Outbound_SendAlertMessage]
Like mentioned earlier, the transaction does not have a response.



Data Assembly Characteristics
The administrative distribution request is of the type “Outbound_SendAlertMessage” from the CMS proprietary administrative distribution name space “urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution”. This request contains the following:
· EDXLDistribution from the “urn:oasis:names:tc:emergency:EDXL:DE:1.0” namespace.
· Assertion from the “urn:gov:hhs:fha:nhinc:common:nhinccommon” namespace.
· And NwHINTargetCommunities from the “urn:gov:hhs:fha:nhinc:common:nhinccommon” namespace.
Field/Element Definition
As noted in section 6.1.4.3, the interfaces described in this document are closely related to NwHIN transactions. This interface specifically relates to the NwHIN Administrative Distribution specification. However, Administrative Distribution is built on top of the OASIS EDXL-DE specification, as opposed to an IHE specification. Therefore, elements such as the Assertion and NwHIN Target Communities are identical to those described in section 6.1.4.3. 
The EDXLDistribution element is defined in the OASIS EDXL-DE specification. However, the NwHIN Administrative Distribution specification, contain element definitions and constraints.
There are three major element types in the Document Submission (deferred) transaction.
1. Assertion
2. NwHIN Target Community 
3. EDXLDistribution
Of these, Assertion and NwHIN Target Community are explained above, and for the EDXLDistribution, please refer to the NwHIN Administrative Distribution Specification.
[bookmark: _Toc320012267]Communication Methods
The design of interfaces between the administrative distribution NwHINES and the CMS/OCSQ administrative distribution  PSA leverages service-oriented architecture and are implemented as web services using. 
Interface Initiation
The interface between the administrative distribution NwHINES and the CMS/OCSQ PSA will use SOAP over HTTP. The interface may be secured via Transport Level Security (TLS). If TLS is engaged, the creation of a HTTPS session via handshake will be the first event. After the HTTP session is established, the SOAP message will be dispatched from the PSA to the NwHINES and the Enterprise Service will dispatch the request to the partner HIH through NwHIN CONNECT Gateway. Since the administrative distribution is a one a way transaction, there will be no response or acknowledgement returned for these requests.
Flow Control
The administrative distribution transaction is a  one-way web service transaction, hence there will be no response or acknowledgement returned for these requests. The request is being validated by the NwHINES, and if there are any errors SOAP fault will be returned.
[bookmark: _Toc320012268]Security Requirements
The interface defined in this document is internal to CMS infrastructure. Message level security is not deemed essential. However, DECC recommends the use of TLS for transactions between the NwHINES and the CMS/OCSQ PSA, but not required. Each transaction should be audited as per the standard auditing requirements of the NwHINES.

[bookmark: _Toc320012269]Qualification Methods
Demonstration – The Document Submission Deferred Request, Document Submission Deferred Response, and Administrative Distribution should be demonstrated.
Test – A test partner system should be utilized to dispatch document submissions into the CMS/OCSQ Enterprise NwHIN Gateway. The document submission must be observed as persisted in the program system as an acknowledgement is returned. Exception scenarios must be tested. Deferred responses to the submissions must be tested and received at the test partner system. On similar lines, an administrative distribution may be dispatched from the CMS/OCSQ program systems and its receipt verified at the test partner system.
Analysis – Specifically with the document submission specification, an analysis and verification of the processing of documents received over the NwHIN is recommended. The verification of the submission feedback dispatched with respect to submissions received is recommended as well.
Inspection – The payload for each of the transactions needs to be inspected to meet the requirements of the interfaces.
Special Qualification Methods – N/A 
[bookmark: _Toc306289638]


[bookmark: _Toc320012270][bookmark: _Toc182036418]Appendix A – Acronyms
This section describes the acronyms used in this document.
	Acronym
	Description

	ADO
	Application Development Organization

	CMS
	Centers for Medicare & Medicaid Services

	DECC
	Development Effort Consolidation Contract

	HOP QDRP
	Hospital Quality Data Reporting Program

	IPPS
	Inpatient Prospective Payment System

	OPPS
	Outpatient Prospective Payment Systems

	PMBR
	Program Management and Business Requirement

	CROWNWeb
	Consolidated Renal Operations in a Web-Enabled Network

	FHA
	Federal Health Architecture

	SAML
	Security Assertion Markup Language

	HIH
	Health Information Handler

	NwHIN
	Nationwide Health Information Network

	OCSQ
	Office of Clinical Standards & Quality

	ONC/FHA
	Office of the National Coordinator of Health IT, Federal Health Architecture division

	TLS
	Transport Level Security

	WSDL
	Web Service Description Language

	XSD
	XML Schema Definition

	IHE
	Integrating the Healthcare Enterprise




[bookmark: _Toc320012271]Appendix B – WSDL
[bookmark: _Toc320012292]Figure B‑1. Administrative Distribution Interface WSDL
 (
<?xml version="1.0" encoding="utf-8"?>
<
definitions
 
xmlns:tns
="
urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution
"
 
xmlns:edxlde
="
urn:oasis:names:tc:emergency:EDXL:DE:1.0
"
 
xmlns:ad
="
urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution
"
 
xmlns
="
http://schemas.xmlsoap.org/wsdl/
"
 
xmlns:wsaw
="
http://www.w3.org/2006/05/addressing/wsdl
"
 
xmlns:xsd
="
http://www.w3.org/2001/XMLSchema
"
 xmlns:soap12
="
http://schemas.xmlsoap.org/wsdl/soap12/
"
 name
="
CMSOCSQNHINESOutboundAdministrativeDistribution
"
 targetNamespace
="
urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution
">
<
documentation
>
CMS OCSQ NHIN Enterprise Services Outbound Administrative
Distribution
</
documentation
>
<
types
>
<
xsd:
schema
>
<
xsd:import
 namespace
="
urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution
"
 schemaLocation
="
../schemas/gov/cms/ocsq/nhin/es/CMSOCSQNHINESAdministrativeDistribution.xsd
"/>
</
xsd:schema
>
</
types
>
<
message
 name
="
Outbound_AdministrativeDistribution_Message
">
<
documentation
>
Send Alert Message
</
documentation
>
<
part
 name
="
body
"
 element
="
ad:Outbound_SendAlertMessage
"/>
</
message
>
<
portType
 name
="
Outbound_AdministrativeDistribution_PortType
">
<
operation
 name
="
SendAlertMessage
">
<
input
 message
="
tns:Outbound_AdministrativeDistribution_Message
"
 wsaw:Action
="
urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution:Outbound_SendAlertMessage
"/>
</
operation
>
</
portType
>
<
binding
 name
="
Outbound_AdministrativeDistribution_Binding_Soap12
"
 type
="
tns:Outbound_AdministrativeDistribution_PortType
">
<
soap12:binding
 style
="
document
"
 transport
="
http://schemas.xmlsoap.org/soap/http
"/>
<
operation
 name
="
SendAlertMessage
">
<
soap12:operation
 soapAction
="
urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution:Outbound_SendAlertMessage
"/>
<
input
>
<
soap12:body
 use
="
literal
"/>
</
input
>
</
operation
>
</
binding
>
<
service
 name
="
Outbound_AdministrativeDistribution_Service
">
<
port
 name
="
Outbound_AdministrativeDistribution_Port
"
 binding
="
tns:Outbound_AdministrativeDistribution_Binding_Soap12
">
<
soap12:address
 location
="
http://localhost/Outbound_AdministrativeDistribution
"/>
</
port
>
</
service
>
</
definitions
>
)


[bookmark: _Toc320012293]
Figure B‑2. Document Submission Interface Request WSDL 
 (
<?xml version="1.0" encoding="utf-8"?>
<
definitions
 
xmlns:tns
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission:Deferred
"
 
xmlns:ds
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission
"
 
xmlns:rs
="
urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0
"
 
xmlns
="
http://schemas.xmlsoap.org/wsdl/
"
 
xmlns:wsaw
="
http://www.w3.org/2006/05/addressing/wsdl
"
 
xmlns:xsd
="
http://www.w3.org/2001/XMLSchema
"
 xmlns:soap12
="
http://schemas.xmlsoap.org/wsdl/soap12/
"
 name
="
CMSOCSQNHINESInboundDocumentSubmissionDeferredRequest
"
 targetNamespace
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission:Deferred
">
<
documentation
>
CMS OCSQ NHIN ES Inbound Document Submission Deferred Request
</
documentation
>
<
types
>
<
xsd:
schema
>
<
xsd:import
 namespace
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission
"
 schemaLocation
="
../schemas/gov/cms/ocsq/nhin/es/CMSOCSQNHINESDocumentSubmission.xsd
"/>
</
xsd:schema
>
</
types
>
<
message
 name
="
Inbound_DocumentSubmissionDeferredRequest_Message
">
<
documentation
>
Document Submission Request Input Message
</
documentation
>
<
part
 name
="
body
"
 element
="
ds:Inbound_ProvideAndRegisterDocumentSetRequest
"/>
</
message
>
<
message
 name
="
Inbound_DocumentSubmissionDeferredRequestAcknowledgement_Message
">
<
documentation
>
Document Submission Request Acknowledgement Message
</
documentation
>
<
part
 name
="
body
"
 element
="
rs:RegistryResponse
"/>
</
message
>
<
portType
 name
="
Inbound_DocumentSubmissionDeferredRequest_PortType
">
<
operation
 name
="
ProvideAndRegisterDocumentSet-bRequest
">
<
input
 message
="
tns:Inbound_DocumentSubmissionDeferredRequest_Message
"
 wsaw:Action
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission:Deferred:ProvideAndRegisterDocumentSet-b_Message
"/>
<
output
 message
="
tns:Inbound_DocumentSubmissionDeferredRequestAcknowledgement_Message
"
 wsaw:Action
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission:Deferred::tns:ProvideAndRegisterDocumentSet-bAcknowledgement_Message
"/>
</
operation
>
</
portType
>
<
binding
 name
="
Inbound_DocumentSubmissionDeferredRequest_Binding_Soap12
"
 type
="
tns:Inbound_DocumentSubmissionDeferredRequest_PortType
">
<
soap12:binding
 style
="
document
"
 transport
="
http://schemas.xmlsoap.org/soap/http
"/>
<
operation
 name
="
ProvideAndRegisterDocumentSet-bRequest
">
<
soap12:operation
 soapAction
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission:Deferred:ProvideAndRegisterDocumentSet-bRequest
"/>
<
input
>
<
soap12:body
 use
="
literal
"/>
</
input
>
<
output
>
<
soap12:body
 use
="
literal
"/>
</
output
>
</
operation
>
</
binding
>
<
service
 name
="
Inbound_DocumentSubmissionDeferredRequest_Service
">
<
port
 name
="
Inbound_DocumentSubmissionDeferredRequest_Port
"
 binding
="
tns:Inbound_DocumentSubmissionDeferredRequest_Binding_Soap12
">
<
soap12:address
 location
="
https://localhost/Inbound_DocumentSubmissionDeferredRequest
"/>
</
port
>
</
service
>
</
definitions
>
)
[bookmark: _Toc320012294]
Figure B‑3. Document Submission Interface Deferred Response WSDL 
 (
<?xml version="1.0" encoding="utf-8"?>
<
definitions
 
xmlns:tns
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred
"
 
xmlns:rs
="
urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0
"
 
xmlns:dsd
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred
"
 
xmlns
="
http://schemas.xmlsoap.org/wsdl/
"
 
xmlns:wsaw
="
http://www.w3.org/2006/05/addressing/wsdl
"
 
xmlns:xsd
="
http://www.w3.org/2001/XMLSchema
"
 xmlns:soap12
="
http://schemas.xmlsoap.org/wsdl/soap12/
"
 name
="
CMSOCSQNHINESOutboundDocumentSubmissionDeferredResponse
"
 targetNamespace
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred
">
<
documentation
>
CMS OCSQ NHIN ES Outbound Document Submission Deferred Response
</
documentation
>
<
types
>
<
xsd:
schema
>
<
xsd:import
 namespace
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred
"
 schemaLocation
="
../schemas/gov/cms/ocsq/nhin/es/CMSOCSQNHINESDocumentSubmissionDeferred.xsd
"/>
</
xsd:schema
>
</
types
>
<
message
 name
="
Outbound_DocumentSubmissionDeferredResponse_Message
">
<
documentation
>
Outbound 
ProvideAndRegisterDocumentSet
-b Deferred Response
Input Message
</
documentation
>
<
part
 name
="
body
"
 element
="
dsd:Outbound_ProvideAndRegisterDocumentSetDeferredResponse
"/>
</
message
>
<
message
 name
="
Outbound_DocumentSubmissionDeferredResponseAcknowledgement_Message
">
<
documentation
>
Outbound 
ProvideAndRegisterDocumentSet
-b Deferred Response
Acknowledgement Message
</
documentation
>
<
part
 name
="
body
"
 element
="
rs:RegistryResponse
"/>
</
message
>
<
portType
 name
="
Outbound_DocumentSubmissionDeferredResponse_PortType
">
<
operation
 name
="
ProvideAndRegisterDocumentSet-bResponse
">
<
input
 message
="
tns:Outbound_DocumentSubmissionDeferredResponse_Message
"
 wsaw:Action
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred:ProvideAndRegisterDocumentSet-bDeferredResponse_Message
"/>
<
output
 message
="
tns:Outbound_DocumentSubmissionDeferredResponseAcknowledgement_Message
"
 wsaw:Action
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred:ProvideAndRegisterDocumentSet-bDeferredResponseAcknowledgement_Message
"/>
</
operation
>
</
portType
>
<
binding
 name
="
Outbound_DocumentSubmissionDeferredResponse_Binding_Soap12
"
 type
="
tns:Outbound_DocumentSubmissionDeferredResponse_PortType
">
<
soap12:binding
 style
="
document
"
 transport
="
http://schemas.xmlsoap.org/soap/http
"/>
<
operation
 name
="
ProvideAndRegisterDocumentSet-bResponse
">
<
soap12:operation
 soapAction
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred:ProvideAndRegisterDocumentSet-bDeferredResponse_Message
"/>
<
input
>
<
soap12:body
 use
="
literal
"/>
</
input
>
<
output
>
<
soap12:body
 use
="
literal
"/>
</
output
>
</
operation
>
</
binding
>
<
service
 name
="
Outbound_DocumentSubmissionDeferredResponse_Service
">
<
port
 name
="
Outbound_DocumentSubmissionDeferredResponse_Port
"
 binding
="
tns:Outbound_DocumentSubmissionDeferredResponse_Binding_Soap12
">
<
soap12:address
 location
="
https://localhost/Outbound_DocumentSubmissionDeferredResponse
"/>
</
port
>
</
service
>
</
definitions
>
)

[bookmark: _Toc320012295]
Figure B‑4. Custom XML Schema for CMS Enterprise Services – Administrative Distribution
 (
<?xml version="1.0" encoding="UTF-8"?>
<
xsd:schema
 
xmlns:xsd
="
http://www.w3.org/2001/XMLSchema
"
 
xmlns:tns
="
urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution
"
 
xmlns:nccommon
="
urn:gov:hhs:fha:nhinc:common:nhinccommon
"
 
xmlns:edxlde
="
urn:oasis:names:tc:emergency:EDXL:DE:1.0
"
 targetNamespace
="
urn:gov:cms:ocsq:nhin:es:AdministrativeDistribution
"
 
elementFormDefault
="
qualified
">
<
xsd:import
 namespace
="
urn:gov:hhs:fha:nhinc:common:nhinccommon
"
 
schemaLocation
="
../../../../../
nhinc
/common/NhincCommon.xsd
"/>
<
xsd:import
 namespace
="
urn:oasis:names:tc:emergency:EDXL:DE:1.0
"
 
schemaLocation
="
../../../../../
ebRS
/edxl-de.xsd
"/>
<
xsd:complexType
 name
="
Inbound_SendAlertMessageType
">
<
xsd:
sequence
>
<
xsd:element
 ref
="
edxlde:EDXLDistribution
"/>
<
xsd:element
 name
="
assertion
"
 type
="
nccommon:AssertionType
"/>
</
xsd:sequence
>
</
xsd:complexType
>
<
xsd:element
 name
="
Inbound_SendAlertMessage
"
 type
="
tns:Inbound_SendAlertMessageType
"/>
<
xsd:complexType
 name
="
Outbound_SendAlertMessageType
">
<
xsd:
sequence
>
<
xsd:element
 ref
="
edxlde:EDXLDistribution
"/>
<
xsd:element
 name
="
assertion
"
 type
="
nccommon:AssertionType
"/>
<
xsd:element
 ref
="
nccommon:NhinTargetCommunities
"/>
</
xsd:sequence
>
</
xsd:complexType
>
<
xsd:element
 name
="
Outbound_SendAlertMessage
"
 type
="
tns:Outbound_SendAlertMessageType
"/>
</
xsd:schema
>
)












[bookmark: _Toc320012296]Figure B‑5. Custom XML Schema for CMS Enterprise Services – Document Submission (for Request)
 (
<?xml version="1.0" encoding="UTF-8"?>
<
xsd:schema
 
xmlns:xsd
="
http://www.w3.org/2001/XMLSchema
"
 
xmlns:tns
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission
"
 
xmlns:nccommon
="
urn:gov:hhs:fha:nhinc:common:nhinccommon
"
 
xmlns:ihe
="
urn:ihe:iti:xds-b:2007
"
 
targetNamespace
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmission
"
 
elementFormDefault
="
qualified
">
<
xsd:import
 namespace
="
urn:gov:hhs:fha:nhinc:common:nhinccommon
"
 
schemaLocation
="
../../../../../
nhinc
/common/NhincCommon.xsd
"/>
<
xsd:import
 namespace
="
urn:ihe:iti:xds-b:2007
"
 schemaLocation
="
../../../../../ihe/XDS.b_DocumentRepository.xsd
"/>
<
xsd:complexType
 name
="
Inbound_ProvideAndRegisterDocumentSetRequestType
">
<
xsd:
sequence
>
<
xsd:element
 name
="
assertion
"
 type
="
nccommon:AssertionType
"/>
<
xsd:element
 name
="
ProvideAndRegisterDocumentSetRequest
"
 type
="
ihe:ProvideAndRegisterDocumentSetRequestType
"/>
</
xsd:sequence
>
</
xsd:complexType
>
<
xsd:element
 name
="
Inbound_ProvideAndRegisterDocumentSetRequest
"
 type
="
tns:Inbound_ProvideAndRegisterDocumentSetRequestType
"/>
<
xsd:complexType
 name
="
Outbound_ProvideAndRegisterDocumentSetRequestType
">
<
xsd:
sequence
>
<
xsd:element
 name
="
ProvideAndRegisterDocumentSetRequest
"
 type
="
ihe:ProvideAndRegisterDocumentSetRequestType
"/>
<
xsd:element
 name
="
assertion
"
 type
="
nccommon:AssertionType
"/>
<
xsd:element
 ref
="
nccommon:NhinTargetCommunities
"/>
</
xsd:sequence
>
</
xsd:complexType
>
<
xsd:element
 name
="
Outbound_ProvideAndRegisterDocumentSetRequest
"
 type
="
tns:Outbound_ProvideAndRegisterDocumentSetRequestType
"/>
</
xsd:schema
>
)


[bookmark: _Toc320012297]
Figure B‑6. Custom XML Schema for CMS Enterprise Services – Document Submission (for Deferred Response)
 (
<?xml version="1.0" encoding="UTF-8"?>
<
xsd:schema
 
xmlns:xsd
="
http://www.w3.org/2001/XMLSchema
"
 
xmlns:tns
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred
"
 
xmlns:nccommon
="
urn:gov:hhs:fha:nhinc:common:nhinccommon
"
 
xmlns:rs
="
urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0
"
 targetNamespace
="
urn:gov:cms:ocsq:nhin:es:DocumentSubmissionDeferred
"
 
elementFormDefault
="
qualified
">
<
xsd:import
 namespace
="
urn:gov:hhs:fha:nhinc:common:nhinccommon
"
 
schemaLocation
="
../../../../../
nhinc
/common/NhincCommon.xsd
"/>
<
xsd:import
 namespace
="
urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0
"
 
schemaLocation
="
../../../../../
ebRS
/rs.xsd
"/>
<
xsd:complexType
 name
="
Inbound_ProvideAndRegisterDocumentSetDeferredResponseType
">
<
xsd:
sequence
>
<
xsd:element
 name
="
assertion
"
 type
="
nccommon:AssertionType
"/>
<
xsd:element
 ref
="
rs:RegistryResponse
"/>
</
xsd:sequence
>
</
xsd:complexType
>
<
xsd:element
 name
="
Inbound_ProvideAndRegisterDocumentSetDeferredResponse
"
 type
="
tns:Inbound_ProvideAndRegisterDocumentSetDeferredResponseType
"/>
<
xsd:complexType
 name
="
Outbound_ProvideAndRegisterDocumentSetDeferredResponseType
">
<
xsd:
sequence
>
<
xsd:element
 ref
="
rs:RegistryResponse
"/>
<
xsd:element
 name
="
assertion
"
 type
="
nccommon:AssertionType
"/>
<
xsd:element
 ref
="
nccommon:NhinTargetCommunities
"/>
</
xsd:sequence
>
</
xsd:complexType
>
<
xsd:element
 name
="
Outbound_ProvideAndRegisterDocumentSetDeferredResponse
"
 type
="
tns:Outbound_ProvideAndRegisterDocumentSetDeferredResponseType
"/>
</
xsd:schema
>
)




























Figure B‑7. Example SAML Assertion
 (
<
urn:
assertion
>
            <!--Home Community ID Attribute-->
            <urn1
:homeCommunity
>
               <urn1:homeCommunityId>urn:oid:2.16.840.1.113883.13.34.110</urn1:homeCommunityId>
               <urn1
:name
>Centers for Medicare and Medicaid</urn1:name>
            </urn1
:homeCommunity
>
            <!--User Info-->
            <urn1
:userInfo
>
               <!--Used to populate subject id of the Attribute Statement-->
               <urn1
:personName
>
                  <urn1
:familyName
>
CrownWeb
</urn1:familyName>
                  <urn1
:givenName
>
CrownWeb
</urn1:givenName>
                  <urn1
:secondNameOrInitials
>
CrownWeb
</urn1:secondNameOrInitials>
                  <urn1
:fullName
/>
               </urn1
:personName
>
               <!--Used to populate organization id and organization of the Attribute Statement-->
               <urn1
:org
>
                  <urn1
:description
>
CrownWeb
 of Center for Medicare and Medicaid Services</urn1:description>
                  <!--Used to populate organization-id of the Attribute Statement-->
                  <urn1:homeCommunityId>http://www.projectcrownweb.org</urn1:homeCommunityId>
                  <!--Used to populate organization of the Attribute Statement-->
                  <urn1
:name
>
CrownWeb
 of Center for Medicare and Medicaid Services</urn1:name>
               </urn1
:org
>
               <urn1
:roleCoded
>
                  <urn1
:code
>307785004</urn1:code>
                  <urn1:codeSystem>2.16.840.1.113883.6.96</urn1:codeSystem>
                  <urn1
:codeSystemName
>SNOMED_CT</urn1:codeSystemName>
                  <urn1
:displayName
>Insurance specialist (health insurance/payer)</urn1:displayName>
               </urn1
:roleCoded
>
            </urn1
:userInfo
>
            <urn1
:purposeOfDisclosureCoded
>
               <urn1
:code
>GOVERNMENT</urn1:code>
               <urn1:codeSystem>2.16.840.1.113883.3.18.7.1</urn1:codeSystem>
               <urn1
:codeSystemName
>
nhin
-purpose</urn1:codeSystemName>
               <urn1
:displayName
>Uses and disclosures for specialized government functions</urn1:displayName>
            </urn1
:purposeOfDisclosureCoded
>
         </
urn
:assertion
>
)





















[bookmark: _Toc320012272]Glossary
	CONNECT Gateway
	An ONC/FHA implementation of the NwHIN specifications providing infrastructure to on-board to the NwHIN.
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